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Host Integration Server 2016 Management Pack Guide

The Host Integration Server 2016 Management Pack Guide for Operations Manager provides guidance to administrators on how to install, customize, and better understand the capabilities that this management pack provides. 
Document Version

This guide is based on the 9.0.2060.1 version of the Host Integration Server 2016 Management Pack.
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Introduction to the Host Integration Server 2016 Management Pack

The Host Integration Server 2016 Management Pack for Operations Manager 2016 provides the capabilities for Operations Manager to discover and monitor the availability of Host Integration Server 2016 server components and applications. It includes availability monitors for the SNA Gateway, Application Integration, Data Integration, and Message Integration features. In addition to health monitoring capabilities, this management pack includes rules to generate alerts for critical conditions and views that enable near real-time diagnosis and resolution of detected issues.

Getting the Latest Management Pack and Documentation

You can find the Host Integration Server 2016 Management Pack in the System Center Operations Manager Marketplace (http://go.microsoft.com/fwlink/?LinkId=82105).

What's New

The following features are new in this release of the Host Integration Server 2016 Management Pack: 


Native support for System Center Operations Manager 2016
· HIP and WIP event monitors have timed reset
Supported Configurations

The Host Integration Server 2016 Management Pack for Operations Manager is designed to monitor the following editions. 
	Editions
	Support

	 Host Integration Server 2016
	Yes

	Host Integration Server 2016, Developer Edition
	Yes 


Agentless monitoring is supported except for the following configurations:
· The Windows Initiated Processing (WIP) feature of Transaction Integrator will not be discovered in an agentless configuration.
· Backup servers in a multi-server subdomain cannot be monitored in an agentless configuration.
Getting Started

You can use the Host Integration Server Management Pack to monitor components of Host Integration Server 2016. This section describes actions you should take when importing the management pack, and provides information about customization. 
Before You Import the Management Pack

As a best practice, you should import the Windows Server Management Pack for the operating system that you are using. The Windows Server Management Packs monitor aspects of the operating system that influence the performance of computers running Host Integration Server, such as memory utilization, network adapter utilization, and processor performance.

Files in This Management Pack

The Host Integration Server 2016 Management Pack includes the following files: 


Microsoft.HostIntegrationServer.2016.mp

Microsoft Host Integration Server 2016 MP Guide.doc
How to Import the Host Integration Server 2016 Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager (http://go.microsoft.com/fwlink/?LinkId=317413).

After the Host Integration Server 2016 Management Pack is imported, create a new management pack in which you store overrides and other customizations.

Create a New Management Pack for Customizations

Most vendor management packs are sealed, so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting the Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the Default Management Pack, see About Management Packs in Operations Manager (http://go.microsoft.com/fwlink/?LinkId=317414).

Optional Configuration

The following rules are shipped as disabled and will generate an alert when specific events occur.  These events indicate potential issues with these components. Since these rules do not indicate a critical condition affecting the overall component, they are disabled by default. They would typically be enabled when closer monitoring is needed for a specific failure condition.  In normal operation these rules could result in unnecessary warning alerts:     
· Microsoft.HostIntegrationServer.2016.HIPApplication_WarningEvents

· Microsoft.HostIntegrationServer.2016.HIPListener_WarningEvents

· Microsoft.HostIntegrationServer.2016.WIP_COM_WarningEvents

· Microsoft.HostIntegrationServer.2016.WIP_Resync_WarningEvents

· Microsoft.HostIntegrationServer.2016.WIP_SNA_WarningEvents

· Microsoft.HostIntegrationServer.2016.WIP_StateMachine_WarningEvents

· Microsoft.HostIntegrationServer.2016.LU62Resync_WarningEvents

· Microsoft.HostIntegrationServer.2016.SNAVirtualPrintDriver_WarningEvents

· Microsoft.HostIntegrationServer.2016.SessionIntegrator_WarningEvents

· Microsoft.HostIntegrationServer.2016.SNAServer_WarningEvent_1

· Microsoft.HostIntegrationServer.2016.SNAServer_WarningEvent_4

· Microsoft.HostIntegrationServer.2016.SNAServer_WarningEvent_22

· Microsoft.HostIntegrationServer.2016.SNAServer_WarningEvent_26

· Microsoft.HostIntegrationServer.2016.SNAServer_WarningEvent_38

· Microsoft.HostIntegrationServer.2016.SNAServer_WarningEvent_60

· Microsoft.HostIntegrationServer.2016.SNAServer_WarningEvent_90

· Microsoft.HostIntegrationServer.2016.SNAServer_WarningEvent_237

· Microsoft.HostIntegrationServer.2016.SNABase_WarningEvent_624

· Microsoft.HostIntegrationServer.2016.TN3270_InformationEvents

· Microsoft.HostIntegrationServer.2016.TN3270_WarningEvents

Security Considerations

There are no known special security considerations at this time.
Low-Privilege Environments

Host Integration Server 2016 can be fully monitored using a low-privilege agent action account. This account can be a domain user with no additional rights.

Understanding Management Pack Operations

The Host Integration Server 2016 Management Pack discovers and monitors the services within the product that have been configured for use. The state of these services affects the health state of the server within the Operations Console. 
Objects the Management Pack Discovers

The Host Integration Server 2016 Management Pack discovers the object types described in the following table. For information about discovering objects, see the Object Discoveries in Operations Manager topic in Operations Manager Help (http://go.microsoft.com/fwlink/?LinkId=317415). 

	Discovery Target
	Action

	HIS 2016 Installations
	Checks the registry location "Host Integration Server\MicrosoftUpdate" to verify that the version is 10.0. If successful, the Host Integration Server 2016 Management Pack creates an HISInstallations class instance.

	Application Integration
	Checks the following registry locations to verify that the feature is configured:

· HKLM\SOFTWARE\Microsoft\Host Integration Server\ConfiguredFeatures\ApplicationIntegration
· HKLM\SOFTWARE\Microsoft\Host Integration Server\ConfiguredFeatures\SessionIntegration
 If either of these locations is found, the Host Integration Server 2016 Management Pack creates an instance of the AppInt class.

	HIP Feature
	Checks the registry location "HKLM\SOFTWARE\Microsoft\ SNA Server\CurrentVersion\Monitoring\" for the existence of the “Opt-Out” key DisableHIPMonitoring. If the key exists, no further action is taken. If the key does not exist, the Host Integration Server 2016 Management Pack queries the WMI namespace “root\cimv2” for services that are prefixed with “HIPService:”. If any services are found, the Host Integration Server 2016 Management Pack creates an instance of the HIP class.

	Session Integrator
	Checks the registry location "HKLM\SOFTWARE\Microsoft\ SNA Server\CurrentVersion\Monitoring\" for the existence of the “Opt-Out” key DisableSessionIntegratorMonitoring. If the key exists, no further action is taken. If the key does not exist, the Host Integration Server 2016 Management Pack queries the WMI namespace “root\cimv2” for the Session Integrator Server service. If the service is found, the Host Integration Server 2016 Management Pack creates an instance of the SIServer class.

	WIP Feature
	Checks the registry location "HKLM\SOFTWARE\Microsoft\ SNA Server\CurrentVersion\Monitoring\" for the existence of the “Opt-Out” key DisableWIPMonitoring. If the key exists, no further action is taken. If the key does not exist, the Host Integration Server 2016 Management Pack queries MSI to verify that the feature TiWip has been installed. If the feature is installed, the Host Integration Server 2016 Management Pack creates an instance of the WIP class.

	Message Integration
	Checks the registry location "HKLM\SOFTWARE\Microsoft\ SNA Server\CurrentVersion\Monitoring\" for the existence of the “Opt-Out” key DisableMessageIntegrationMonitoring. If the key exists, no further action is taken. If the key does not exist, the Host Integration Server 2016 Management Pack queries MSI to verify that the feature MqChannel has been installed. If the feature is installed, the Host Integration Server 2016 Management Pack creates an instance of the MsgInt class.

	WAS Listener
	Queries the WMI namespace “root\cimv2” for the “Net.Mqs Listener Adapter”. If found it creates an instance of the WASService class.

	Data Integration
	Checks the registry location "HKLM\SOFTWARE\Microsoft\ SNA Server\CurrentVersion\Monitoring\" for the existence of the “Opt-Out” key DisableDataIntegrationMonitoring. If the key exists, no further action is taken. If the key does not exist, the Host Integration Server 2016 Management Pack queries MSI to verify that the feature DataIntegration.64Bit has been installed. If the feature is installed, the Host Integration Server 2016 Management Pack creates an instance of the DataInt class.

	DRDA Services
	Queries the WMI namespace “root\cimv2” for the “MsDrdaService”. If found it creates an instance of the MsDrdaService class.

	SNA Gateway
	Checks the registry location "HKLM\SOFTWARE\Microsoft\Host Integration Server\ConfiguredFeatures\NetworkIntegration" to verify that the SNA Service is configured. If this service is configured, the Host Integration Server 2016 Management Pack reads the registry to get the name of the SNA Subdomain "HKLM\SYSTEM\CurrentControlSet\Services\SnaBase\Parameters\SnaDomain" and the role "HKLM\SYSTEM\CurrentControlSet\Services\SnaBase\Parameters\Role" of the target server. The Host Integration Server 2016 Management Pack uses this information to create an SNAGateway class instance.

	SNA Service
	Queries the WMI namespace “root\ MicrosoftHIS” for instances of the SNA service that are configured on the local computer. If found, the Host Integration Server 2016 Management Pack creates an instance of the SNAService class.

	Connections
	Queries the WMI namespace “root\ MicrosoftHIS” for instances of the SNA connections that are configured on each SNA service on the local computer. The Host Integration Server 2016 Management Pack uses arguments passed to the script to check whether the connections should be monitored. By default, only connections configured as “On server startup” are monitored. If there are connections that require monitoring, the Host Integration Server 2016 Management Pack creates an instance of the SNAConneciton class.

	TN3270 Service
	Checks the registry location "HKLM\SOFTWARE\Microsoft\ SNA Server\CurrentVersion\Monitoring\" for the existence of the “Opt-Out” key DisableTN3270Monitoring. If the key exists, no further action is taken. If the key does not exist, the Host Integration Server 2016 Management Pack queries the WMI namespace “root\MicrosoftHIS”, looking for TN3270 sessions defined on the server. If any sessions are found, the Host Integration Server 2016 Management Pack creates an instance of the TN3270 class.

	TN5250 Service
	Checks the registry location "HKLM\SOFTWARE\Microsoft\ SNA Server\CurrentVersion\Monitoring\" for the existence of the “Opt-Out” key Disable TN5250Monitoring. If the key exists, no further action is taken. If the key does not exist, the Host Integration Server 2016 Management Pack queries the WMI namespace “root\MicrosoftHIS”, looking for AS/400 definitions on the server. If any sessions are found, the Host Integration Server 2016 Management Pack creates an instance of the TN5250 class.

	SNA Print Service
	Checks the registry location "HKLM\SOFTWARE\Microsoft\ SNA Server\CurrentVersion\Monitoring\" for the existence of the “Opt-Out” key DisablePrintMonitoring. If the key is found, no further action is taken. If the key does not exist, the Host Integration Server 2016 Management Pack queries the WMI namespace “root\MicrosoftHIS”, looking for SNA print sessions defined on the server. If any sessions are found, the Host Integration Server 2016 Management Pack creates an instance of the SNAPrint class.

	LU6.2 Resync Service
	Checks the registry location "HKLM\SOFTWARE\Microsoft\ SNA Server\CurrentVersion\Monitoring\" for the existence of the “Opt-Out” key DisableLU62ResyncMonitoring. If the key is found, no further action is taken. If the key does not exist, the Host Integration Server 2016 Management Pack queries the WMI namespace “root\MicrosoftHIS”. First it looks for local APPC LUs configured for resync support by setting SyncPoint=True. If found, the Host Integration Server 2016 Management Pack will query WMI for remote APPC LUs with resync enabled (SyncPoint=True) in order to confirm that this LU is associated with a connection on the local server. If all the queries meet this criteria, the Host Integration Server 2016 Management Pack creates an instance of the LU62Resync class.

	
	


Overriding Automatic Discovery

The Management Pack allows you to customize your environment by overriding aspects of automatic discovery. The following steps demonstrate how to change the discovery interval for the SNA Connection Discovery.

To use an override to change the setting for automatic discovery

1.
In the Authoring pane, expand Management Pack Objects, and then click Object Discoveries.

2.
On the Operations Manager toolbar, click Scope, and then filter the objects that appear in the details pane to include only the Microsoft Host Integration Server 2016 Management Pack.

Note: If you are running Operations Manager 2016, click Change Scope.

3.
In the object list, select SNA Connection Discovery.

On the Operations Manager toolbar, click Overrides, click Override the Object Discovery, and then click For all objects of type: SNA Service.

4.
In the Overrides Properties dialog box, click the Override box for the IntervalSeconds parameter, and change Override Value to desired value. 

5.
Under Management Pack, click New to create an unsealed version of the management pack, and then click OK, or select an unsealed management pack that you previously created in which to save this override. As a best practice, you should not save overrides to the Default Management Pack.

Classes

The following diagram shows the classes defined in this management pack. 
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	Name
	InheritedFrom
	Source
	Target

	Microsoft.HostIntegrationServer.2016.AppIntHostsHIP
	System.Hosting
	Microsoft.HostIntegrationServer.2016.AppInt
	Microsoft.HostIntegrationServer.2016.HIP

	Microsoft.HostIntegrationServer.2016.AppIntHostsSIServer
	System.Hosting
	Microsoft.HostIntegrationServer.2016.AppInt
	Microsoft.HostIntegrationServer.2016.SIServer

	Microsoft.HostIntegrationServer.2016.AppIntHostsWIP
	System.Hosting
	Microsoft.HostIntegrationServer.2016.AppInt
	Microsoft.HostIntegrationServer.2016.WIP

	Microsoft.HostIntegrationServer.2016.DataIntHostsMsDrda
	System.Hosting
	Microsoft.HostIntegrationServer.2016.DataInt
	Microsoft.HostIntegrationServer.2016.MsDrda

	Microsoft.HostIntegrationServer.2016.MsgIntHostsMSMQBridge
	System.Hosting
	Microsoft.HostIntegrationServer.2016.MsgInt
	Microsoft.HostIntegrationServer.2016.MSMQBridge

	Microsoft.HostIntegrationServer.2016.SNAGatewayHostsLU62Resync
	System.Hosting
	Microsoft.HostIntegrationServer.2016.SNAGateway
	Microsoft.HostIntegrationServer.2016.LU62Resync

	Microsoft.HostIntegrationServer.2016.SNAGatewayHostsSNAPrint
	System.Hosting
	Microsoft.HostIntegrationServer.2016.SNAGateway
	Microsoft.HostIntegrationServer.2016.SNAPrint

	Microsoft.HostIntegrationServer.2016.SNAGatewayHostsSNAService
	System.Hosting
	Microsoft.HostIntegrationServer.2016.SNAGateway
	Microsoft.HostIntegrationServer.2016.SNAService

	Microsoft.HostIntegrationServer.2016.SNAGatewayHostsTN3270
	System.Hosting
	Microsoft.HostIntegrationServer.2016.SNAGateway
	Microsoft.HostIntegrationServer.2016.TN3270

	Microsoft.HostIntegrationServer.2016.SNAGatewayHostsTN5250
	System.Hosting
	Microsoft.HostIntegrationServer.2016.SNAGateway
	Microsoft.HostIntegrationServer.2016.TN5250

	Microsoft.HostIntegrationServer.2016.SNAServiceHostsSNAConnection
	System.Hosting
	Microsoft.HostIntegrationServer.2016.SNAService
	Microsoft.HostIntegrationServer.2016.SNAConnection


How Health Rolls Up

The following diagram shows how the health states of components roll up in this management pack.
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	Name
	Rolls up to
	Monitor
	Rules
	Alerts

	SNA Gateway
	Computer
	No
	No
	No

	LU6.2 Resync
	SNA Gateway
	Basic Service
	Yes
	Yes

	SNA Print
	SNA Gateway
	Basic Service
	Yes
	Yes

	TN3270
	SNA Gateway
	Basic Service
	Yes
	Yes

	TN5250
	SNA Gateway
	Basic Service
	Yes
	Yes

	SNA Service
	SNA Gateway
	SNA Service
	Yes
	Yes

	Connection
	SNA Service
	SNA Connection
	Yes
	Yes

	Application Integration
	Computer
	No
	No
	No

	WIP Application
	Application Integration
	No
	Yes
	Yes

	Session Integrator
	Application Integration
	Basic Service
	Yes
	Yes

	HIP Application
	Application Integration
	Basic Service
	Yes
	Yes

	Data Integration
	Computer
	No
	No
	No

	DRDA Services
	Data Integration
	Basic Service
	Yes
	Yes

	Message Integration
	Computer
	No
	No
	No

	WAS Listener
	Message Integration
	Basic Service
	Yes
	Yes


Key Monitoring Scenarios

	Scenario
	Configurable Elements

	Monitoring host connection on the SNA Gateway 
The host connections defined on the SNA Gateway can be discovered and monitored through an availability monitor. When a connection changes from an active status, the health state will change to a warning and be rolled up to the computer. 
	The discovery of connections is based on the how the activation of the connection is configured. Any connection that is configured to an activation of “On server startup” will be included in the monitoring. 

	Monitoring of SNA-related services on the SNA Gateway 
The SNA Gateway includes several SNA-related services; SNA Print, TN3270, and TN5250. These services can be monitored through availability monitors. When the state of the service changes from an active status, the health state will change to a warning and be rolled up to the computer. 
	The discovery of these services is based on whether they have sessions defined. An “Opt-Out” key is available to exclude a service from monitoring. For more information, see Objects the Management Pack Discovers.


Known Issues
The LU6.2 Resync Service will not be discovered in a node-less installation.

The LU6.2 Resync Service can be configured as the resource manager for an LU defined to a connection on a remote SNA Gateway. The discovery script will fail to detect the LU6.2 Resync service in this configuration as requiring monitoring. 
Alerts indicting scripting errors for discovery tasks targeting agentless servers

The discovery script for the Windows Initialed Processing (WIP) feature of Transaction Integrator in this management pack does not support agentless configurations. This will result in alerts appearing on the root management server (RMS). The Windows Initialed Processing (WIP) feature of Transaction Integrator will not be discovered in an agentless configuration.
Appendix: Scripts

The following table describes the scripts are included in this management pack, along with their default frequency.

	Script
	Purpose
	Default Frequency

	HIS2016 AppInt Discovery.vbs
	Discover the presence of the Application Integration feature on the system.
	6 hours

	HIS2016 DataInt Discovery.vbs
	Discover the presence of the Data Providers feature on the system.
	6 hours

	HIS2016 MsDrdaService Discovery.vbs
	Discover the presence of the MS DRDA service on the system.
	6 hours

	HIS2016 Gateway Discovery.vbs
	Discover the presence of the SNA Gateway feature of the system.
	6 hours

	HIS2016 HIP Discovery.vbs
	Discover the presence of HIPservices on the system administrative tasks.
	6 hours

	HIS2016 HIPApplication Monitor.vbs
	Queries the state of the HIP Services.
	2 hours

	HIS2016 Installation Discovery.vbs
	Discover the presence of HIS 2016 installed on the system.
	6 hours

	HIS2016 LU62ResyncService Discovery.vbs
	Discover whether the LU62 Resync service is configured on the system.
	6 hours

	HIS2016 MsgInt Discovery.vbs
	Discover the presence of the MQ Connectors feature of the system.
	6 hours

	HIS2016 WASService Discovery.vbs
	Discover the presence of the Microsoft WAS Listener for WebSphere MQ Service on the system.
	6 hours

	HIS2016 PrintService Discovery.vbs
	Discover whether the SNA Print Service is configured on the system.
	6 hours

	HIS2016 SIService Discovery.vbs
	Discover the presence of the SI Server service.
	6 hours

	HIS2016 SNAConnection Discovery.vbs
	Discover the presence of connections configured as “On Server” startup.
	6 hours

	HIS2016 SNAConnection Monitor.vbs
	Queries the status of the connections in the SNA Gateway.
	5 minutes

	HIS2016 SNAService Discovery.vbs
	Discover the presence of SNA Server services on the system.
	6 hours

	HIS2016 SNAService Monitor.vbs
	Queries the state of the SNA Server Services.
	15 minutes

	HIS2016 TN3270Service Discovery.vbs
	Discover whether the TN3270 Service is configured on the system.
	6 hours

	HIS2016 TN5250Service Discovery.vbs
	Discover whether the TN3270 Service is configured on the system.
	6 hours

	HIS2016 WIP Discovery.vbs
	Discover the presence of the Transaction Integrator feature on the system.
	6 hours
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